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Common Cyber Attacks:

Reducing The Impact

Most cyber attacks are composed of four
stages: 2 A and

. The following security controls,
applied at each stage of an attack, can
reduce your organisation's exposure

to a successful cyber attack.

1%

_"

OF LARGE COMPANIES
REPORTING BREACH
Controls For
£600 K - The Affect Stage

Once an attacker has achieved full
access, it's much harder to detect
their actions and eradicate their

£1.15m

User Education
Train all users to consider what they include in
ublicly available documents and web content.
should also be aware of the risks from
discussing work-related topics on social media, and
the potential of being targeted by phishing attacks.

KTy,

Who might be attacking you?

Cyber Criminals interested in making money through
fraud or from the sale of valuable information.

Industrial competitors and foreign intelligence
services interested in gaining an economic
advantage for their companies or countries.

Hackers who find interfering with computer
systems an enjoyable challenge.

Hacktivists who wish to attack companies for
political or ideological motives.

Employees, or those who have legitimate access,
either by accidental or deliberate misuse.

<

Malware
Protection
Can block malicious
emails and prevent

Network Perimeter

I

AVERAGE COST OF
SECURITY BREACH

Source: 2014 Information
Security Breaches Survey
sponsored by the
Department for Business,
Innovation and Skills.

QoicP

presence. This is where a more in-

depth, holistic approach to cyber
security can help. 10 Steps To
Cyber Security outlines many of

the features of a complete cyber

risk management regime. ”
C

Patch Management

5]

Malware Protection

malware being
Defe'nces downloaded from Secure
Can block insecure or websites Configuration
unnecessary Restrict system
services, or only functionality to the
allo: ;;emtutt;d minimum needed for
websites to be : business operation,
accessed. Password Policy systematicglly apply
Can prevent users from o' ayery device that is
selecting easily guessed used to conduct
passwords and locks business.

accounts after a low
number of failed

Apply patches at the earfiest Malware protection within the attempts.
possibility to limit exposure to Monitoring internet gateway can detect
known software Monitor and anal?se all malicious code in an
I & vulnerabilities. network activity to identify imported item. @

Secure Configuration
Remove unnecessary software and default
user accounts. Ensure default passwords are
changed, and that automatic features that
could activate malware are turned off.

applications, privileges and data

any malicious or
unusual activity.

0 Gy

User Access User Training
Well maintained user access User training is extremely
controls can restrict the valuable in reducing the

that users can access.

likelihood of successful
social engineering attacks.

Device Controls
Devices within the internal gateway should be
used to prevent unauthorised access to
critical services or inherently insecure
services that may still be required internally.

CERT-UK
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* Jasmine Revolution of 2011

* Znow Sugeng Case of 2008

* Yennan ‘Peek.A-Boo” Case of 2006

* *Toughest Nail Household In Chongging” Case of 2007
* Guhou Weng an Case of 2008

* Green Dam Youth Escourt Case of 2009

* Hudei SNahou Incident of 2009

* The Chinese government is selectve
about cracking down protests

* Different levels of the Chinese
government will bahave differently 1o a
stuation

* Chinese notizens use the internet as a

means %o montor government misbehavior

* The Chinese government uses the Infernet as a
fool 1o monitor pubiic opinion and £ will acjust
pohcios to oppease depending on the vanables

* The Central Government will respond more harshly fo protestors that
poses a fundamental chalienge at a systemic level

* Internet may not have democratized China, but it provided many features a
democracy has: accountablity, a space for citizens 1o vent their fustrations
and organize protests, and a means o check the government's power. In the
Case studies, citizens have Doen able 10 SUPerVise governmant behavior
Interfer with judicial process or nfluence institutional or policy adjustments

* The “cvil society” established oniine lacks “civilty " Due 10 the anarchic and

ancaiymous nature of the internet, language of viclence, rumors and
inctement ofton occur. Many online domonsirators Uso Cases as a means for
venting personal frustrabions than pursuing social justice. Many polcy

adjustments the Chinese government croates due to pressure from online
protests are shallow and moant to placate the Intornat mab, rather than a
genuine desire for change or reform




CHILDREN & FACEBOOK

ASTOLDBYPARENTS
CHILD'S TIME SPENTONFACEBOOK ...

AVERAGE AGE 0
CHILDREN ‘I 1 49% 40%
JOINED YEARSOLD Spend less than Spend 1-2

20% Under 10 years old 1 hour hours

CHILDREN ARETALKINGTO
TE!IT\IN[?S m
Faml Friends
lmnwmate Family
$malfmms

INORDER TOMONITOR THEIR CHILD'S ACCOUNT...

"Friend" them My child shows me his/her profile  Personally log into their account

Nearly 10% of parents with kids under age 15 do not monitor their accounts at all

FEELINGS ABOUT THEIRCHILD
AREWORRIED HAVING ANACCOUNT

M o Jn
0
42 A) FACEBOOK

34%  13%  54%

| cannot control or monitor who my child may

communicate with over the internet. Also, Worry about their child Worry about their
arguments can escalate as others chime in to pick becoming a victim of child engaging in
sides of a typed argument. This leads to fights. \‘ cyber bullying cyber bullying
0
36% v 25%
TOPSAFETYCONCERNS... | |FyguFQUNDOUT YOURCHILDWAS

€ STRANGERS CONTACTING THEM MISBEHAVINGONFACEBOOK....
x EXPOSING TOOMUCHINFORMATION "I would ban him from facebook and take away

x SEXUALPREDATORS his laptop use except in my presence. | would
seek counselling and have him apologize to
x COMPUTERVIRUSES those he was offending or bullying, ‘\
Parental permission
Changes or improvements parents Aae restriction
suggest to make Facebook a better Parental Controlsmhfmwﬂm

environment for their children ...

mBﬁllgck mappropnate content
~Better privacy

Time limits

@ Survey includes 240 US parents of Facebook users, age 17 and under
© 2012 BuzzBack LLC For more info, emad info@buzzback.com www . buzzback com




*Bayes’ Theorem (1763)
*Regression (1805)

Statistics

«Turing (1936)

*Neural Networks (1943)
C o m p u te r *Evolutionary Computation
(1965)
Age «Databases (1970s)

*Genetic Algorithms (1975)

*KDD (1989)

*SVM 1992)

*Data Science (2001)
*Moneyball (2003)

*Big Data
*Widespread adoption
*DJ Patil (2015)

Today



Visuakization: Seventhinc

Viww.vipro.com

(@0
DAT

Big Data is data that is too large,
complex and dynamic for any
conventional data tools to capture,
store, manage and analyze.

The right use of Big Data allows
analysts to spot trends and gives
niche instt'lghts that help create
value and innovation much faster
than conventional methods.

57.6% OF ORGANIZATIONS
SURVEYED SAY THAT BIG
DATA IS A CHALLENGE

72.7% CONSIDER
DRIVING OPERATIONAL
EFFICIENCIES TO BE THE
BIGGEST BENEFIT OF A
BIG DATA STRATEGY

50% SAY THAT BIG DATA
HELPS IN BETTER MEETING
CONSUMER DEMAND AND
FACILITATING GROWTH

The “three V's”, i.e the Volume, Variety and Velocity
of the data coming in is what creates the challenge.

© CASE STUDY - Healthcare

st :
A tof
-3,500 2000
EUROPE ;
@ >250 across
oric
® il () petabytes)
° >400
>200 >50 JAPAN
. MIDDLE
>50 Mo INDIA

LATIN
AMERICA

e

70 PEOPLE HRCHVES, MEDCAL 70 MACHINE %.:IOQN %lg 50
NETIZENS, VIRTUAL » ! SENSORS, GPS DEVICES,

Gl R (R T L R TR e
WEB LOGS... COMPUTERS, MOBILES... SCIENTIFIC RESEARCH.... SECOND EVERY MIN | PER DAY
© @ VALUE £

3 PRODUCTIVITY INCREASE SALES INCREASE

RETAIL @) B s068) J
CONSULTING @B 3o T D
AIR TRANSPORTATION ¢ 21% I E T D
CONSTRUCTION TI 2% D

FOOD PRODUCTS & 207 YT
STEEL (D 20 D
AUTOMOBILE e/ 19% 1 D
INDUSTRIAL INSTRUMENTS Q 18% 25 P
PUBLISHING ys088 J
TELECOMMUNICATIONS ‘& fyeys048 g

$300 billion is
the potential
annual value
to Healthcare

TRANSPARENCY IN

CLINICAL DATA AND
CLINICAL DECISION
SUPPORT

AGGREGATION OF
PATIENT RECORDS,
ONLINE PLATFORMS
AND COMMUNITIES

$165B
CLINICAL

PUBLIC HEALTH
SURVEILLANCE $47B RESEARCH AND
AND RESPONSE DEVELOPMENT;
SYSTEMS ACCOUNTS PERSONALIZED
MEDICINE;
CLINICAL TRIAL
ADVANCED FRAUD
DETECTION; RESIGH
PERFORMANCE
BASED DRUG
PRICING
)
40% 5%
PROJECTED PROJECTED
GROWTH GROWTH
IN GLOBAL IN GLOBAL IT
DATA CREATED SPENDING
PER YEAR PER YEAR
o

The estimated size of the digital universe in 2011 was
1.8 zettabytes. It is predicted that between 2009 and
2020, this will grow 44 fold to 35 zettabytes per year.
A well defined data management strategy is essential
to successfully utilize Big Data.

Sources - @ Reaping the Rewards of Big Data - Wipro Report @ Big Data: The Next Frontier for innovation
Competition and Productivity - McKinsey Global instit Radicati Group @
the Business Impacts of Effective Data - study by University of Texas, Austin @ US Department of Labour.

DO BUSINESS BETTER

NYSEAWIT | OVER 130,000 EMPLOYEES | 54 COUNTRIES | CONSULTING | SYSTEM INTEGRATION | OUTSOURCING

WIPRO

Applying Thought



THE BIG DATA CRISIS

The amount of data companies
collect keeps growing.
They urgently need a strategy
to make sense of it all

PHOTOS STORED AMOUNT SPENT
ON FACEBOOK ON BIG DATA
(estimated)
i
. @
40 billion | s
(2010) $31 billion
(2013) =
250 billion $114 billion
(2013) (2018)
P——— ‘
|
AMOUNT OF | L] | AMOUNT OF DATA
INFORMATION STORED PRODUCED IN...
DIGITALLY Only 0.5%
of big data is being analyzed
(According to estimates by IDC)
25% 98%

BB 21 billion

Number of Internet-connected
products expected by 2018 All of history—2003

THE BIG DATA FIX

Smarter researchers aren't just collecting big data—they're viewing it as one
tool in their toolbox, combining big data with customer engagement.

’ ey
Netflix Linkedin in| USAA
The company, with The company keeps its The San Antonio-based
50 million customers, o customers happy by directly nsurance company mixes

collects passi ata but also eng with them, offering big data intelligence with direct
ement, which

company’s

customer en;

s on its users, and

of entertaini [« > on for great D
content and serve | NETFLIX helps the company make customer service
Q [ them better a better product “ ﬂ‘
€ USAA" I

gement can help you find true value in Big Data,

Can Find Insight In Big Data ii

r To learn more about how custc
download the new e-bo Data

VISIONCRITICAL' ILLUSTRATIONS BY JACKKRIT ANANTAKUL visioncritical.com

ond: How Comg
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Metro is accessible

Operating Hours
Mon-Thurs: 5am-midnight
Friday: 5am-3am
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Rush Hour Service:

Metrorail System Map,
Washington DC, MD, VA
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Metro Service Patterns

Rush Hours: 6:30am and 9:00am, Mon-Fri excl. holidays
3:30pm-7:00pm, Mon-Fri excl. holidays

Off peak-hours: All other times plus holidays

Service is subject to change. Check www.wmata.com for up-to-date service information
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AssignmentHelp-net

Basic code structure

text file named HelloWorld.java

l name

1 main() method
public class HellWorld
{

( public static void main(String][] ar'gs)‘
{

System.out.print(“Hello, World”);

System.out.println(); f

Lk

g <
} Statements T
body




JAVA SYNTAX CHEAT SHEET

Class Describes a particular kind of object. It can
contan related methods and varables.

Method A function defined in a class. Methods
implement the behavior for objects.

Object The principal budding blocks of Java.
Objects consist of vanables (data) and
methods (functionality).

f COMMENTS

HTML Comments

<! comment --> Sent o the client in the viewable
Page SoUrce.

JSP Commens {Not Sent to Client)

<%~ comment Comments in JSP fie.

%>

# comment Comment in scriplet part of JSP
fio.

ELEMENTS |

Declaration

<%! declaration %> Croates a glodal
varable or method.

Expression

<%= expression %> Statements evaluated
on the server before
the page is outputted to
the client,

Page Directive

<%@ directve %> Attributes that apply 10
the entire page.

Scriplet

<% code fragment of one or  Contains a block of

more lines %> scripting code which is
execulod when the
page is generated.

Taglib Directive

<%@ taglid Defines a tag Sorary

wi="URIToTagLibrary" and prefix for tags used

prefix="tagPrefix" %> in a JSP page.

SEPARATORS |
() Used to surround parameters

{} Defines a block of code for a class or method or
to contain the values of automatically mttiakzed
arrays

[ ] Declares arrays or references array values

;. Denotes the end of a staterment

. Separates vanables

. Separates package names from subpackages/
classes or a variable/method from a reference
variable

PRIMITIVE DATA TYPES

Type Description Bas
(intogers)

byte  Byte-length integer 8

short  Short integer 16

nt Integer 32

fong  Long integer 64
(Roal Numbers)

float  Single-precision floating point 32

doudle Double-precision floating point 64
(Other)

char A single character 16

boolean A booiean value (true or false) 1

+ addtion of numbers, concatenaton of
Strings

+= 3dd and assign numbers, concatenato
and assign Strings

- sublracton

-=  sublract and assign

* multiplication

*= multiply and assign

! division

/= divide and assign

% take remainder

%= take remainder and assign
++ increment by one

- decrement by one

> greater than

>= greater than of equal to
< less than

<= legs than or equal o

! boolean NOT

= not equal to

&8 boolean AND

|| boclean OR

== boolean equals

= assignment




Map of Sciences
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MAPPING THE STRUCTURE OF SCIENCE

Analysis of citations from 1.7 million computer-science publications
in Microsoft Academic Search data reveals the relative importance
of research fields, and the flow of citations between them.

Artificial intelligence

Discrete
| mathematics

ation theory
ptworks

Computer
science, theory

Computer 7%
vision

Computer

mathematics

Computer

graphics Computer

science, software
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1940-1950s 1960's 1970's 1980's 1990's 2000's 2020
James Yorke Mitchell Feigenbaum . .
(Founder) (Chaos Constant)
— - ™ i Map of the Complexity Sciences
oo ] G e ~T RETERD by Brian Castellani
Henri Poincaré | \ Stephanie Forrest
e gy) = TienYienti . - (Computational Immunology
(1854 - 1912) {Founder) = flologﬁ;l Modelng)
Robert May
Ludwig von Bertalanffy (Papulation
(Systems Theory Founder &......._~ Kurt Richardson Gynamics) e
Systems Biology) L. (Complexity Thinking)  cartos cast avex
James Griee Millsr Peter Checkland fCunpotstonst Dby
(management/

(Wving systems
theary) —

James Lovelock & Lynn M-rvulls\'\\ O o oy
(iGaka Hypothesis) .

Grogory Bateson
(acology of mind)

..... Eshel Ben-Jacob O Yerds b
. ’ N
\ Howard Thomas Odum ot Onmnization el (Physics of Compfex Systems)

Anatol Rapoport (Ecobgical Systems ¥) B ”

(mathematical * . Theovy) Stuart % Eric Bonabeau fon

psychobogy) 5\ (O of i (Metwork Motifs/Gene

inte m«) Exprossion)
(snfog,/fmmm y ntelig: Nicholas Christakis T il Wi

(Health Networks)

{Workd Systems Theory)

Margaret Mead \ ’
(anthropaiogy) Kenneth Boulding Garry Wellman Nigel Theift
* NS
{economics) (Internet, INSNN) ;j Manuel Castells | (Compiexity, Plrce, Time)
! (Global Network
- Soclety)
Other .
Intellectual
Lineages
John Urry
(globaiization/
ped] Sodial mobilities):
Irey .
(Scaling Laws) " . \
(Oynamics kY .,
Herman Haken  Murray Gall-Mann (’;ﬁm‘ tuman Systems) v Réia Abert er W (= oo
‘ (Sell-Organization (Effective Complexity) John Smith/Chrls Janks BB Jty) Bruno Latour Duncan Watts N[m‘ <) Alberl-Luxlo Barabasi
Warven Vieaver and Synergetics) (quative Compelity) (Actar. )mﬂ (Smalt Worlds) (Scale-free networks) Katy B mmw
. : (Vi
- John Miller 0
Complexiy; Machie ?'. "M Talcott Parsons :“"" Luhmann Edgar Modn oY (camputational John Taylor PR Data Schence)
Transtion) Dissipative Structure, = Saciology) economics) N\, (escence) anuel Lima ke
Norbert Wiener time, matter) (Sociology) .. 7" geott Page \ {visual Complexity) Media Lab

e (POlitical Science) ™

Arturo Rosenblueth
" (Physiology & Cybernaties)

Heinz von Foerster . Friedrich Hayek

(2nd order = (Economy as

cybernetics) George Kiir \_ Complex System)

(Systems Science) Francisco Parra-Luna 1 =
Wal :
“ Andrei Kolmogorov. Staphen Arthur Cook  charies H. Benneu (Founder) Styvia Waiby Patricia Hill Collins
" 0O 2 .,
2., 8 ) C z:l::,l pf'::v:i:v - el 3, David Byrne Complexity) Idenity/Nationaty)
Christopher Langton  Social Systems) {C L;t;r:;;l::hﬁulun/
| (Founder) 4 . N e 5
fodeling)
\n
lﬂan /
Walter Pitts Rajaram ~.,
(Founder) . (rw Based ModeNng )
Gregory y-Shapir
Frank Rosenblatt Discovery in
(Connactionism)
a St .. Jeanatte Wing
ohn Conway  (Algorithmic Compluity/ PRI e Muti-agent ™ (Computatianal
Warren McCulloch {:ﬁ';‘;";:m gy (3Me of ife). Computations! Bokbgy) {Fuzzy Logic) Systems) \ Thinking) Charkes Ragin ©  Lasse Gerrits  Me0H0GS)
(Founder) 5 (Founder, QCA, 3
Thomas Sd.em,., Robert Axelrod Metanie Mitchell Fuzzy Set G

John Holland Lotfi Zadeh Hofstadter
m Iterative Game (Computation in Soclt Sclana
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