[t HINLE

(ko b iy 6 b o

Y\/L}MJJ

Mobile Agents

4l (0¥ 58 a1
LS:“JLé u.u;aé‘)_._\ t‘;l-hld:i-e-ﬁ éﬁd‘d
‘:)b.g.l LA

http://courses.fouladi.ir/mas



Prepared by Kazim Fouladi | Fall2017 | 3 Edition

P
JU},‘(}Z/

ybw Jele

Foleais sl

-

(Qutedetented

MOBILE AGENT

‘).n.ut.s‘).n.u‘)d‘)(uﬁd\}idb\’%Uﬁ)&d\}LM‘)dG&&hb
.A-AJJL@.L&-;A#bJJJQ|JQ3LAQJJ|).;|\9JAJJL§B‘6JSJ;%AL§6®&3

sl kle
Mobile Agent




sudian ) 93 Glawlas 5153 5yl LS9,

roleais slagiumw

CURRENT APPROACHES TO DISTRIBUTED COMPUTING

sadipn s o sbuwlas gl ol slaa S

294 = SMS Jus
The Client-Server Model

29 LAy g 3 S8 9, LOWE—Gsy guo—yu—as Jao
Web Services Approach Code-on-Demand
sl i3 ©

e b - 3 S e Kd Kbl S reulae ©

Prepared by Kazim Fouladi | Fall2017 | 3 Edition

P



-

Gagiila s Sis e oL sl lale

MOBILE AGENTS: AN ALTERNATIVE APPROACH

S ol 20052 g0l |l cusga go il Jole b Jole
3ol 15 Raals (geSad Ky 5o SSou il 4 Gadile S 3 e alge (UL Mobile Agent

5K s SV Gasa sloal Bl e

caag GnalS S s Sadl S

PSS e Sl 0 S 50

S soldiwl yigs aslie )

S el JBA g g aleal o) gnds
Sy B85 b ©oses

a3l el pisdesS 5 als8 sl

O O O O OO

Prepared by Kazim Fouladi | Fall2017 | 3¢ Edition

P



roleais slagiumw

law gladele ) L yga ol ol Jlgy s Sl S (sduuwslis

Prepared by Kazim Fouladi | Fall2017 | 3 Edition

-
’”’;ﬁb/

™~
Remote Procedure Calls 903 o)y 31 J) 95 51 &) §3) 58

IS 55l SEERIT-RIERY

Client Process Server Process
_/
~

Mobile Agents ylaws slaJols

SIS (a5l 9 BN

Client Process Server Process
5




Prepared by Kazim Fouladi | Fall2017 | 3 Edition

¢yl sladols |y

Foleais sl

-

(Qutedetented

WHY MOBILE AGENTS?

.0

i

d 9do std‘d C)J /u;t;sL:ﬁ ..\.tl.:s CSL"G-:’ st‘d LsLA&{S.s.ZZ.

ot plie 3 TS (sosliiu



Sl slagele

gholesis> slaminnay

abuns olbssle

MOBILE AGENTS: INFRASTRUCTURE REQUIREMENTS
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MOBILE AGENTS: MIGRATION
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MOBILE AGENT SYSTEMS
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Java-Based Mobile Agent Systems Non-Java Mobile Agent Systems

o Telescript

o Aglets o Agent TCL

o Concordia o D’Agents

o NOMADS o Ara
o TACOMA
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BAsic CONCEPTS

Aglet: a mobile Java object that visits aglet-enabled hosts in a network.
o Proxy: it is a representative of an aglet.
It serves as a shield to protect the aglet from direct access to its public methods.

o Context: an aglet’s workplace. It corresponds to a place.
Multiple contexts may reside on the same machine.

Identifier: a unique identifier is assigned to each aglet after initialization.

O
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AGLET PROGRAMMING MODEL

The Aglet programming model is event-based

Customized listeners can be used to catch particular events in the life cycle of an aglet:
o Clone listener (clone creation)
o Mobility listener (dispatching, retraction, arrival)
o Persistence listener (deactivation, activation)

General process

* A mobile agent that wants to migrate calls the dispatch method.

* The Aglets system calls the agent’s onDispatching method which performs
application specific cleanup, kills the agent’s threads, serializes the agent’s code and
object state, and sends the agent’s code and object state to the new machine.

On the new machine the system calls the agents onArrival method which
performs application specific initialization .

* Finally the agent’s run method is called in order to start the agent’s execution.
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COMMUNICATION BETWEEN AGLETS / ENGINES

Communication between aglets

o When an aglet wants to communicate with other aglets, it first has to obtain a proxy
o Public methods cannot be accessed directly

o Three different types of messages: now-type, future-type, oneway-types

Communication between engines

o The ATP is used in the communication layer

o The API abstracts the communication between agent systems

o Methods for creating, transferring, tracking and managing agents
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SECURITY MODEL

The first level of security comes from Java itself.
o Imported code fragments are subjected into a series of tests and consistency tests

As the second level the Tahiti (the visual agent manager) implements a configurable
security manager that provides a fairly high degree of security for the hosting computer
and its owner and it enables a number of principals to specify and enforce policies
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Places

Places are virtual
locations occupied
by agents.A place
may correspond to
a single machine,
or a family of
machines.
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Agents

Agents are the providers and consumers of goods in the electronic
marketplace applications that TELESCRIPT was developed to support.

* Agents are interpreted programs, rather like TCL.

» Agents are mobile — they are able to move from one place to another,
in which case their program and state are encoded and transmitted across a
network to another place, where execution recommences.

* In order to travel across the network, an agent uses a ticket, which
specifies the parameters of its journey:

* destination;

* completion time.
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CASE STUDY: TELESCRIPT
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CASE STUDY: TELESCRIPT

TELESCRIPT agents have an associated permit, which specifies:
« what the agent can do (e.g., limitations on travel);
* what resources the agent can use.

The most important resources are:

* ‘money’, measured in ‘teleclicks’ (which correspond to real money);
 lifetime (measured in seconds);

* size (measured in bytes).

Agents and places are executed by an engine.

* An engine is a kind of agent operating system
— agents correspond to operating system processes.

» Just as operating systems can limit the access provided to a process (e.g., in UNIX,
via access rights), so an engine limits the way an agent can access its environment.
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CASE STUDY: TELESCRIPT

Engines continually monitor agent’s resource consumption, and kill agents that exceed
their limit.

Engines provide (C/C++) links to other applications via application program
interfaces (APIs).

Agents and places are programmed using the TELESCRIPT language:

Prepared by Kazim Fouladi | Fall2017 | 3 Edition
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pure object oriented language, apparently based on SMALLTALK;

interpreted;

two levels — high (the ‘visible’ language), and low (a semi-compiled language
for efficient execution);

a ‘process’ class, of which ‘agent’ and ‘place’ are sub-classes;

persistent;

General Magic claim that the sophisticated built in communications services make
TELESCRIPT ideal for agent applications!
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CASE STUDY: TELESCRIPT

Summary:

 arich set of primitives for building distributed applications, with a fairly powerful
notion of agency;

* agents are ultimately interpreted programs;

* no notion of strong agency!

 likely to have a significant impact (support from Apple, AT&T, Motorola, Philips,
Sony).

* not heard of anyone who has yet actually used it!
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CASE StuDY: TCL/TK AND SCRIPTING LANGUAGES
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TCL - Tool Command Language

TCL was primarily intended as a standard
command language — lots of applications
provide such languages, (databases,
spreadsheets, ... ), but every time a new
application is developed, a new command
language must be as well.

* TCL provides the facilities to easily

implement your own command language.

TK (framework)

TK is an X window based widget toolkit — it
provides facilities for making GUI features
such as buttons, labels, text and graphic
windows (much like other X widget sets).

* TK also provides powerful facilities for
interprocess communication, via the
exchange of TCL scripts.
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CASE STUDY: TCL/TK AND SCRIPTING LANGUAGES

TCL/TK combined, make an attractive and simple to use GUI development tool;
however, they have features that make them much more interesting:

* TCL is an interpreted language;

* TCL is extendable — it provides a core set of primitives, implemented in C/C++,
and allows the user to build on these as required;

* TCL/TK can be embedded — the interpreter itself is available as C++ code, which
can be embedded in an application, and can itself be extended.
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CASE StuDY: TCL/TK AND SCRIPTING LANGUAGES

TCL programs are called scripts.

TCL scripts have many of the properties that UNIX shell scripts have:

* they are plain text programs, that contain:
* control structures (iteration, sequence, selection), and
» data structures (e.g., variables, lists, and arrays) just like a normal

programming language;

 they can be executed by a shell program
* tclshorwish;

 they can call up various other programs and obtain results from these programs

(cf. procedure calls).
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CASE StuDY: TCL/TK AND SCRIPTING LANGUAGES

As TCL programs are interpreted, they are very much easier to prototype and debug
than compiled languages like C/C++
— they also provide more powerful control constructs . . .

&
&

.. . but this power comes at the expense of speed.
Also, the structuring constructs provided by TCL leave something to be desired.

800 TKapp.txt

MyApp - run from inside teltk using GnuPlot

MNumber of sequence elements: 10
(#) Fibonacci
Polynomial
Triangle
Run

Quit
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CASE STUDY: TCL/TK AND SCRIPTING LANGUAGES

So where does the idea of an agent come in?

» [t is easy to build applications where TCL scripts are exchanged across a network,

and executed on remote machines.
* Thus TCL scripts become sort of agents.

* Akey issue is safety.
*  You don’t want to provide someone else’s script with the full access to your computer
that an ordinary scripting language (e.g., csh) provides.

* This led to Safe TCL, which provides mechanisms for limiting the access provided
to a script.
» Example: Safe TCL control the access that a script has to the UI, by placing limits on the
number of times a window can be modified by a script.

* But the safety issue has not yet been fully resolved in TCL.
* This limits its attractiveness as an agent programming environment.
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CASE STUDY: TCL/TK AND SCRIPTING LANGUAGES

Summary:

* TCL/TK provide a rich environment for building language-based applications,
particularly GUI-based ones.

* But they are not/were not intended as agent programming environments.

* The core primitives may be used for building agent programming environments
» the source code is free, stable, well-designed, and easily modified.
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ISSUES ON MOBILE AGENTS

Technical issues

* Current mobile agents do not bring about significant benefits

* As they are written in interpreted languages, they are slow

» Starting an execution environment and inserting an agent involves an overhead
— thus higher loads in transporting and executing them locally

* To recover from failure during migration additional support is required

* Appropriate naming and location services are required

» Security

» Lack of standardization

Nontechnical issues
* Lack of a killer application
» The advantages of mobile agents are modest when applications are considered in isolation

Potential applications
* Electronic marketplaces
* Mobile devices such as mobile phones and PDAs
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