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SWOT ANALYSIS

Helpful Harmful

to achleving the objective  to achleving the objective

Strengths Weaknesses

Internal origin
(attributes of the erganizaticn)

Opportunities Threats

External origin
(attributes of the enviranment)



SWOT ANALYSIS

Internal

External

Strengths

Weaknesses

Opportunities

Threats




SWOT ANALYSIS

iczd
Strengths Weaknesses
1 1.
2. 2.
3. 3.
4. 4,
Opportunities Opportunity-Strength | Opportunity-
1. strategies Weakness strategies
2 Use strengths to take Overcome weaknesses by
’ advantage of taking advantage of
3. opportunities opportunities
4 1. 1.
2. 2.
Threats Threat-Strength Threat-Weakness
1. strategies Strategies
2 Use strengths to avoid Minimize weaknesses
3' threats and avoid threats
) 1. 1.
4. 2. 2
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Applied Cryptography
for Cyber Security

and Defense

Eniboermustion Ernerypreon and Cyploring

N Information

Security and
Cryptography
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Operating Systems Security

Lesson Preview

e Understand the important role an operating system plays in computer
security

e Learn about the need for hardware support for isolating OS from
untrusted user/application code

e Understand key trusted computing base concepts




Operating System

SECURITY TECHNIQUES = Cmpitar ety

Security

The operating system is the physical
environment where your application
runs. Any vulnerability in the
operating system could compromise
the security of the application. By
securing the operating system, you
make the environment stable, control
access to resources, and control
external access to the envirenment.

The physical security of the system Is
essential. Threats can come through
the Web, but they can also come
from a physical terminal, Even if the
Web access is very secure, if an
attacker obtains physical access to a
server, breaking into a system is
much easler.

Authentication |

TECHNIQUES
FOR SECURING
SYSTEM

&

Access Control

@ One Time
I
. Intrusion / 'w
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Encryption Key

!

Encryption
Algorithm

Cipher-Text

Algorithm

Cipher-Text

T

Decryption Key




Large Node
(Clustared 5C5-400s)

Secure Communications System - rea—
(SCS) @ B %

Enterprise l‘.:luslt:md % |
Networks | Gateways : ‘

=3 . - Za |
—_ HL v | 0 | @
(7] g = ate
e | El

EEE) \ Small Base

Lialsan 7,
Team ‘ T

The SCS devices
automatically find sach
other and form a meshed
natwork, capable of
dynarmically reconstituling
and reforming as the
environment changes.

Devices are able fo
communicate direcily to
each other without the nead
to communicala through a
galeway.

Devicas can be remotely

managed and report cyber
security avents to a contral

monitarmg syslem
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