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Distance Location Name

Between CPUs of CPUs

01m Printed circuit board Motherboard

Personal data asst.  Personal Area Network (PAN)
1.0m Millimeter Computer Systems Network
Mainframe
10 m Room Local Area Network (LAN)
Your classroom

100 m Building Local Area Network (LAN)
< Your school
s 1000 m = Campus Local Area Network (LAN)
B 1 km Stanford University
> 100,000 m = Country Wide Area Network (WAN)
3 100 km Cisco Systems, Inc.
g 1,000,000 m = Continent Wide Area Network (WAN)
@ 1,000 km Africa
5 10,000,000 m=  Planet Wide Area Network (WAN)
2 10,000 km The Internet
E 100,000,000 m = Earth-moon Wide Area Network {(VWAN)
E 100,000 km system Earth and artificial satellites
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Windows NT

IBM AIX

Sun Solaris

Plan 9 from Bell Labs

Inferno

Windows 2000 Data Center Server
Windows 2000 Advanced Server
Windows 2000 Server

Windows 2003 Server (Enterprise ,Web Editions)
Windows 2008 Server (Beta 3)
Windows 2012 Server

Windows 2016 Server

Novell NetWare

Red Hat Linux
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OSI MODEL

| 7 | Application

|6 |Presentation
' 5| Session
| 4| Transport
' 3| Network
| 2 | Data Link
1] Physical
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b Y317\ [e)\'N Firewalls, IDS, ..

P —

) SESSION

TRANSPORT Firewalls (Some), ...

NS

1
5 . N
5 NETWORK Routers, L3 Switches, ... 3¢ e
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/ L2 Switches, Bridges, ... =
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Application |=> Network Processes to Applications
+ Provides network services to application
B Presentation processes (such as electronic mail, file
4 transfer, and terminal emulation)
5| Session
4| Transport
' 3| Network
' 2 | Data Link
1| Physical

"
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Application |—> Network Processes to Applications
[ 6

Presentation | = Data Representation
+ Insure data is readable by receiving system

' 5| Session + Format of data
+ Data structures

+ Negotiates data transfer syntax for

| 4 | Transport application layer
3| Network
| 2 | Data Link
Ej Physical

"
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_7 | Application |—> Network Processes to Applications

6 |Presentation | —> Data Representation

' 5] Session ]—)“- Interhost Communication
+ Establishes, manages, and terminates
n Trans pDI‘t sessions between applications
&
3| Network
| 2| Data Link J

1] Physical
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| 7 | Application |—> Network Processes to Applications

|6 |Presentation | = Data Representation

ﬂ Session =3 |[nterhost Communication

' 4 | Transport |—> End-to-end Connections

+ Concerned with transportation issues
between hosts

+ Data transport reliability

. + Establish, maintain, terminate virtual
Data Link circuits
¥ + Fault detection and recovery
Physu:al + Information flow control
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z
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Application

EjPresentation

Sed ¥V oY

—>» Network Processes to Applications
=3 Data Representation

= |[nterhost Communication

=3 End-to-end Connections

= Address and Best Path
+ Provides connectivity and path selection
between two end systems
+ Domain of routing
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Application

EjPresentation

Ej Session

—>» Network Processes to Applications
=3 Data Representation

=3 Interhost Communication

=3 End-to-end Connections

=3 Address and Best Path

—>» Access to Media
+ Provides reliable transfer of data across
media
+ Physical addressing, network topology,
error notification, flow control
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Application

EjPresentation
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—>» Network Processes to Applications
=3 Data Representation

=3 |[nterhost Communication

=3 End-to-end Connections

—> Address and Best Path

= Access to Media

—3 Binary Transmission
+ Wires, connectors, voltages, data rates
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Data Encapsulation

Data Stream Application
Data Stream Presentation
Data Stream Session
m Transport
ﬁi‘:ﬂ o Network
el ] Data Link

11000101010110110000101({ Physical

|




Prepared by Kazim Fouladi | Spring 2019 | 1st Edition

S r90lS sLo aS o ol& Lol

Lsala (s jlwdd guuss

—
3 ”}; K

JGa

Data Encapsulation Example
[ [E-mail message |

Email Data

5
&
5
&
5
&

Segment

Network

Haaiar | Packet

Frame | Network Frame Frame

Header | Header Trailer {medium dependent)

01101010001101110100011010111010010
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(5] ovicationLayer |

| want to download a web page
from this address: 192.168.1.102

\ Message

(4] Transport Layer (TCP/UDP) |

Source Port = 31,244 | | want to download a web page
Destination Port = 80 J from this address: 192.168.1.102

Segment/Datagram

BT oo coerir ] W

Source IP Addr = 192.168.1.101 | Source Port = 31,244 M

Dest IP Addr = 192.168.1.102 | Destination Port = 80 | " c>539€
| Packet
@ Data Link Layer (MAC) |

Source MAC Addr = 00:12:F1:1E:E8:93
Dest MAC Addr = 00:04:A3:4D:1C:73
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Peer-to-Peer Communications

( Application | e _)._[ Application
Presentation‘.(_ Data |_, | Presentation
( Session ‘.( > ’ Session
Transport ‘.( » | Transport ]
Network | > | Network
Data Link Data Link
h Physical ) [ Physical
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0Sl layers Function Data type Protocols Network
components

Application layer | User Application Services Allows access User Data DNS: NFS; BOOTP; DHCP: | Gateway
to network services that support SMMP; RMON; FTP; TFTP;

Applications. Handles network access, SMTP; POP3; IMAP; NNTP;
Flow control and error recovery. HTTP; Telnet

Presentation layer| Data Translation; Compression and Encoded S5L; Shellsand Redirectors| Gateway ,
Encryption. All different formats from Uszer Data MIME Redirector
all sourcesare made into a common
uniformformat that the rest of the
05! model can understand.

Session layer Session Establishment, Management Sessions NetBIOS, Sockets, Gateway
And Termination. Manages who can Mamed Pipes, RPC
transmit data at a certaintime and for
how long.

Transportlayer Additional connection belowthe session Datagram’s | TCP and UDP; SPX; Gateway ,
layer Manages the flow control of data JSegments | NetBEUI/NBF Advanced
between parties across the network, Cable tester
Provides flow control and error-handling. Brouter

Network layer Translates logical network address and Datagram's | IP; IPvE; IP NAT: IPSec; Brouter,
names to their physical address [ Packets Mobile IP; ICMP; IPX; DLC | Router, Frame
{e.g. computer name to MAC address) PLP; Routing protocols Relay Device,
Logical Addressing; Routing; Datagram such as RIP and BGP ATM Switch
incapsula;llo_néFrag;wer:la.tlon adnd Arhanoed

leassem. ly; Error Handling an T
Diagnostics

Data link layer Handlesdata frames between the Frames |EEE 8§02.2 LLC, Ethernet | Bridge,
Metwork and Physical layers, The receiving Family; Token Ring; FDDI | Switch,
end packages raw data from the Physical and CDDI; IEEE 802.11 |SDN Router,
layer into data frames for delivery to the {WLAN, Wi-Fi); :
Metwork layer, Logical Link Control; Media HomePNA :HomeRF; Intelligent,Hub
Access Control; Data Framing; Addressing ATM; SLIP and NIC,Advanced
Error Detection and Handling; Defining PPP Cable Tester
Requirements of Physical Layer

Physical layer Transmits raw bit stream over physical Bits EEE 802 Repeater;
Cable, Defines cables, cards, and physical IEEE 802 .2 Multiplexer;
Aspects, Defines NIC a.ttachments to 150 2110 HubsTDR
hardware, how cable is attached to NIC. GE Oscilloscope

Encoding and Signalling; Physical Data
Transmission; Hardware Specifications;
Topology and Design.

Amplify
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TCP/IP Model OSI Model
[ Application
Application Presentation Application
Protocols Session Layers
( Transport ( Transport
Internet Network
Data Flow
Data Link
NAetwork Networks Layers
ccess Physical
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TCP/IP slaJuss
TCP/P TCP/IP

Original Updated
Application Application
Transport Transport

Internet Network
Data Link

Link
Physical
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OSI Model DoD Model protocols devices/apps
dns, dhcp, ntp, web server,
N snmp, https, ftp, mail server,
| 56,7 licat
ayer, & appiication ssh, telnet, http, browser,
pop3... others mail client...
layer 4 host-to-host tcp udp gateway
layer 3 internet ip, icmp, igmp router, firewall
layer 3 switch
layer 2 arp (mac), rarp bridge.
network layer 2 switch
access
layer 1 ethernet, token ring hub
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cisco.

Official Cert Guide

Learn, prepare, and practice for exam success

¢#;Lﬂfja;:
CCENT/
CCNA

ICND1 100-105

WENDELL ODOM CCIE" MO 1624

W. Odom,
CCENT/CCNA ICND1 100-105 Official Cert Guide,
Cisco Press, 2016.
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EXAM/CRAM

Network_

N10-005

Fourth Edition

EMMETT DULANEY
PEARSON @ AUTHORIED  MIKE HARWOOD
o

It Bt

E. Dulaney, M. Harwood,

CompTIA Network+ N10-005
Authorized Exam Cram,

4th Ed., Pearson IT Certification, 2012.
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