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Introduction to NAT
(Network Address Translation)
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Routing
Static Dynamic
Routing Routing
- EGP:
BGP
Distance Link state:
vector: OSPF....
RIP,IGRP
Hybrid

oS olSin Lol eI (6 e Jgiz 50 linlp g siwlid o | aitas faie 355 “w oS olaaSls 595 Jgax 1o b g,
2ly o FoealS Sy (GlaSD )0 9iS (2,8) D9 ge AIOP Aty il a1 ()] wake g, a5 05l Jl)l et g, sl
Destination :0:5' e drop 1, ] ceulxS google.com wils _cos 097 Syt Al g, Ay Al (SBg S 5L 1, google.com
B g, 4 static route (o 1) e pws g ol oy gden ol &S ol cplol, SO JSiw 0! J> (sl «(host unreachable

ol default route yloa oyl 4 o, (gam 59y 4 S Al |y dx 0 a5 Cnl cpl Koo ol g (das ygulio i)

Router(config-if)#ip route 0.0.0.0 0.0.0.0 “next hop IP”
LGdx g, 4 Cawyty |, subnetmask ;o LIP jo» a5 Jee oo

AWIC-2T) 5 o adlol o @ Jbjow Jsile i g 03503 50l 1) 550 gy 99 p 50
oS oo e o 43 |, 55, 93 DCE LS 5l solicl
:Jol 595 59, 2

Router(config)#interface fastethernet 0/0
Router(config-if)#no shutdown

Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#exit

Router(config)#interface serial 0/1/0

Router(config-if)#no shutdown
Router(config-if)#ip address 12.12.12.1 255.255.255.252

Router(config-if)#exit

Router(config)#ip route 0.0.0.0 0.0.0.0 12.12.12.2

90 P9y Sy

Router(config)#interface fastethernet 0/0
Router(config-if)#no shutdown

Router(config-if)#ip address 13.13.13.1 255.255.255.0
Router(config-if)#texit

Router(config)#interface serial 0/1/0

Router(config-if)#no shutdown
Router(config-if)#ip address 12.12.12.2 255.255.255.252
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(Dl oo g ol so95> connected b go aib g ais 4y 9, S9) 2 (59 7o?)
Router#show ip route

Bouterfshow ip route
Codes: C - connected, 5 - static, I - IGRP, E - RIP, M - mobkile, B - BEP
I - EIGRP, EX - EIGRPE externah, O - O5PF, IZ - O5PF inter area
N1l - O5BF W55L external type 1, HZ — O5PF MS55R external type 2
El - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 level-2, ia - I5-I5 inter aresa
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

12.0.0.0/30 is subnetted, 1 subnets

c 12_.12.12_.0 is directly connected, Serialds1s0
13.0.0.0/24 is subnetted, 1 subnets

c 13.13.13.0 is directly connected, FastEthernetl/0

Bouterd

oS oo i | &l usS g oS 2 1,1 |, show running-config Jsl 54, 5 Jb>

ping 13.13.13.10

outside ginside ;yog0i asino : gl p8

192.168.1.1/24 1
Falf0" (G Se0/1/0=—
—
1841
RouterQ

oS 2 e ) g b1y (A3l e il

Router(config)#interface fastethernet 0/0
Router(config-if)#ip nat inside

Router(config)#interface serial 0/1/0

Router(config-if)#ip nat outside
Router(config-if)#exit

NAT table cslw :pg0 o5
o2jbes [, NAT Jgoz G)leas 5 mapay plonil G 4 G il S5 Sl o il

Router(config)#ip nat inside source static 192.168.1.10 12.12.12.1

el 85 )b ol 45 W eeelss oS o PING Toosme J>
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132.10 with 322 bytes
> timed out._
3t timed out.
> timed out.

23t timed out.

Ping statistic:

S

with 322 bytes of data:

Beply from 13.

Ping statistiecs for 13

Dynamic NAT
aw ,» lpoutside ginside a5 oS 4> .eupo sl |, NAT llee Dynamic & jso 4 ,b () pulss oo 92,00 ylos 5o
s 3000 (33,53l 4 (so93) 5 Sanl LSS (s
1>l
S oo Lasuine |y outside ginside ()
iolo o 1, Static NAT 5 g b ol
Router(config)# no ip nat inside source static 192.168.1.10 12.12.12.1
oS oo s Private g public sy 1) LIP &, 5g, ol (¥
a5 o ACL S private IP gl (¥
o2 oo plzsl 1) IS (BT ACL b oo o5 515 50 009050 SO pudlyd oo Sealisls w0l (s
Sgds o oolauwl (0,5 28 g sl gl s sla g, ;o Access Control List (ACL) :aisS &9

351 51 255.255.255.255 10,568 4o j9b 4y )] (40,5] Cansds (gogmu 4 09 o eoliiwl Wildcard mask ;I ACL s
.2l Subnet Mask
Router(config)t#taccess-1list ACl-num permit Net ID Wildcard mask
Router(config)t#taccess-1list 1 permit 192.168.1.0 0.0.0.255
oS oo i =5 apublic IP ;lpool S g, 0 (F
Col oo w0l (503500 Jalis a5 POO] S o2 g 09 oo Jolis 1) (A58 g jlme (slauud il &S o lo access-list >
Lgd oo NAT a5
Router(config)#ip nat pool test 12.12.12.1 12.12.12.10 netmask 255.255.255.0
Router(config)#ip nat inside source list 1 pool test
NAT olloe sl oo Hlojor j9b 4 5gals o Ll 02,0 public ol G s Lo a8 pl cde 4 g2 ,lew (ol ;0 45 0sS axgs
S Sl ol o0 FoaslS S 5l Lo g e plxl
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Command Line 1.0

10

Router#show ip nat translations

Router(config)#no ip nat inside source list 1 pool test

10 with 32 bytes of data:

ca for 1

Maximm
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bt
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Mirerage

ITL=
time=lms TTL=1Z&

zimes in milli-seconds:

PAT

oS e PAT LB o)l o |, Seoligls o g,k plan 55 J>

Router(config)#ip nat inside source list 1 pool test overload

Router(config)#ip nat inside source list 1 interface serial 9/1/0 overload

Bouter§show ip nat translations

Pro

icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp

Rnuterﬂ

Inside global

1z
1z
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1:2.
1:z.
1z.
1z.
1z.

B -
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1

[ I e
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2,5 0ol NAT Sldas 5l (605 55,155 sl oyle5 oo Show ip nat translations ,giws
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R R R R
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o
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Cutside global
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