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Introduction to DTP and VTP Protocols
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Trunk mode =
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Dynamic Desirable =
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Administrative Mode Access Dynamic Auto Trunk Dynamic Desirable
access Access Access Do Not Use' [ Access

dynamic auto Access Access Trunk Trunk

trunk Do Not Use' | Trunk Trunk Trunk

dynamic desirable Access Trunk Trunk Trunk

1 When two switches configure a mode of “access” on one end and “trunk” on the other, problems occur.
Avoid this combination.

ol gy [y DTP JSSg 50 meples o0 4 )17 j5mms (g92,Ls 50 199 L
Sloads Jate oo 4 Fa0/24 b 20l 3,k 5l b g0
Switch(config)#interface fastethernet 0/24
S odslin |y alise slasge @
Switch(config-if)#switchport mode ?
» access Set trunking mode to ACCESS unconditionally
» dynamic Set trunking mode to dynamically negotiate access or trunk mode
» trunk Set trunking mode to TRUNK unconditionally
10S o0 oddlive |y 5 > g0 dynamic cll> o @
Switch(config-if)#switchport mode dynamic ?
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e auto Set trunking mode dynamic negotiation parameter to AUTO
e desirable Set trunking mode dynamic negotiation parameter to DESIRABLE
2, auto cdl> o | Jol mdgw Fa0/24 sl @
Switch(config-if)#switchport mode dynamic auto
190 p9S Eigm gl 4 Jl>
gh Fa0/24 sl oledas sylglal @
Switch(config)#interface fastethernet 0/24
20 1,8 desirable cll> o |, b pologe @
Switch(config-if)#switchport mode dynamic desirable
105 oamline 1) 00n STl 5 lopd ol Cumsy @
Switch#show interfaces trunk

Switchfshow interfaces trunk
Bort Mode Encapsulation Status HNatiwe wlan
Fal/24 desirzskle n—-802 _1g trunking 1

ol odal o trunk el a5 0,513 b &40 opl a5l g cwl negotiate slae 4y encapsulation o N

o2l 5 Jol @dge o

Switchfshow interfaces trunk
BPort Mode Encapsulation Status Natiwve wvlan
Fals24 zuto n—-802.1g trunking 1

0,5 Joe 31,k 90 4 g o DTP 040 disable ey 4SS &
Switchport mode trunk
Switchport nonegotiate
or
Switchport mode access
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VLAN Trunking protocol (VIP) / b gy SousSS1y5 SS9 99
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VTP server o
VTP client e
VTP transparent e

O ygods) S o Jloyl tIUNK slacs g saed 9, p |y LSl g 0iS oo sl oV TP-advertisement VTP-server
(Do &) 4l 5o (Fluds a5 b ;0 5 4835 0 50 (5,8 2y

VTP revision VTP version .VLAN name VLAN# VTP domain 4> polie s3> VTP-advertisement
el ... VTP password mumber

DS L8 Bl e b alle ge all (S o jgey 5T 5 02,1050 0 g0 LoD 5 1 yg 500 (59, Ol o0 Sl (6l 45 95 Az g

VTP client

sl e g, 2 1y sl g wles process /s5ls g <dl,o 59, 5l |, eadvertisement /la 05T o pin |, 098 oo Jlosl jg,m
&5 forward o435 trunk

VTP transparent

Lol caslod oo Jlosyl oSl (sl 095 trunk &y (59, 0 9 led o 28l ,0 | leadvertisement /la 45T Lo dgm (y]
VLAN ()lg5 oo ailoly] s cpl 59, 0 09d oo Jlos! mdsm (nl 59, s Sledbl 5 ans o ploil process/ osls s g
Sges modify 1, 1 5 sl

Lowl Version/ asws aw l,lo VTP

kadvertiesment &lgs o 2l LS j5 0 U VTP domain a5 !, ;o VTP transparent VTP V1 5:V2 4 V1 wolas
&S oo forward |, ladvertisment !5 ,» cxs VTP transparent VTP V2 s Ll .5l forward |,
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)9.‘5 L dul.: as @Lm)wo (5°L°" ‘5..».:9.:9)5[.4! L)"'?) ‘._i.: )‘ oolazwl l.: L‘bcﬁw O GLE&MJ GQLN 0oy trunk )‘ QL,....Q.]@‘ Ls‘)"

bime ;0 5 (o5 1) Slygiss Gupew 5 pegices NOtepad e bl o J310 1) oS Tl g o)l bgdsm pled (59, 5 ol
o lod oo PaSte bazSgw soles CLI

enable
conf t
interface range fastethernet 0/1-5
switchport mode trunk
exit
exit
S o Lzl ) 5 sws 9 SW2 Jlie (lgie 4 a5 )l )0 S92 90 o 5 (S CLI & pliebl 6l 1>
Switch#show interfaces trunk
A dales ools s trunk sge b (gl uad il 5l cwed a5 5 5 punles sanlive
:SW1 ,s Domain name ,._s5 s
Switch(config)#vtp domain cisco
S A0 el
Changing VTP domain name from NULL to cisco
VTP consg 5l 5,155 sl s
Switch#show vtp status

Prepared by Masoomeh Ghorbani & Kazim Fouladi <kazim@fouladi.ir>, Spring 2019



Switchishow wtp sStatus

VIP Version Z

Configuration Revision - 0

Maximim VLANs supported locally 25b

Number of existing VLANsS =1

VIP Operating Mode : Server

VIP Domain Name : ciaco

VTP Pruning Mode : Disabled

VIE VZ Mode : Disabled

VIP Traps Generation : Disabled

MD5 digest : OxA2 0xB9 0x0C OxCD OxD7 OxEE Oxie 0xED
Configuration last modified by 0.0.0.0 at 0-0-00 00:-00:00
Local updater ID is 0.0.0.0 (no walid interface found)

l‘"""L""(s" ouslice ‘) VTng SW2 6.59.....‘ S99y » JL>
il 48,5 0L SWI zdgu 5l 1) 095 domain name gigw (pl 45 o wuls>

Switchfshow wvtp status

VIP Version Z

Configuration Rewvision |

Maximim VLANs supported locally 255

Number of existing VLANS -1

VIP Operating Mode : Serwver

VIF Domain Name : cisco

VIP Pruning Mode : Disabled

VIE VZ Mode : Disabled

VIP Traps (Generation : Disabkled

MD5 digest - OxA2 0xBY 0Ox0C 0xCD OxD7 OxES Oxi& 0xEOD

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
Local updater ID is 0.0.0.0 {(no walid interface found)

i oo ,)l,8 Server sge ,o |, SWI zigw
Switch(config)#vtp mode server
Switch(config)#vtp domain cisco
(e oo Ll 8 client sge o 1, SW2,4,5,6 slagisw
Switch(config)#vtp mode client
Switch(config)#vtp domain cisco
(e oo ,l,8 transparent sge ,o |, SW3 zlgw
Switch(config)#vtp mode transparent
Switch(config)#vtp domain cisco

S o bl [ VIan2 s 5 5,00 SW4 (55, 5
Switch(config)#vlan 2
VTP VLAN configuration not allowed when device is in CLIENT mode.
1S 0 olw! Sales o IT slapli L1, Vlan 3 g VLan 2 4 azs, ol VTP Server a5 SW1 gq, »
Switch(config)#vlan 2
Switch(config-vlan)#name IT
Switch(config-vlan)#exit
Switch(config)#vlan 3
Switch(config-vlan)#name Sales
oS oo V0Ian 2,3 sae o5 5 4 1) VF )Y glo s 50l SWI zbgu jo
Switch(config)#interface fastethernet 9/13
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Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 2

Switch(config-if)#exit

Switch(config)#interface fastethernet 0/14

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 3

oS o S 35S SW1 43 LVLAN conss |

Switchi#show wlan brief

VLAN MName Status Ports

1 default actiwve Fal/3, Falsf4, Fal/5, Fal e
Falys7, Falf8, Fad/ %, Fa0/10
Fa0s11, Fal/12, Fal/s15, Fal/1&
Fa0ys17, Fal/s1l8, Fals1l9, Fa0/20
FaOs21, FalO/f22, Fal/fZ23, Fal/sZ4
Gigl0ys1, Gig0/s2

Z IT actiwve Fa0/s13

3 Sales active FaO/s14

1002 fddi-default actiwve

1002 token-ring-default actiwve

1004 fddinet-default active

1005 trmet—default active

oS 50 S5 B3 VTP comisg 51 SWI o
Switch#show vtp status
1l 63,5 135 TEVISION lade 45 0uiS o ala>dle

Switchi#show wtp status

VIP Version z

Configuration Bewvision 4

Maximm VLALNs supported locally 255

Humber of existing VLANS 7

VIP Operating Mode Server

VIPF Domain Name cisco

VTP Pruning Mode Disabled

VIE VZ Mode Disabled

VIP Traps Generation Disabled

MD5 digest : 0x5C OxR4 0x37 0x23 0xDD Ox1C O0xCR O0xB7
Configuration last modified by 0.0.0.0 at 3-1-5%3 01:-30:53
Local updater ID is 0.0.0.0 (no walid interface found)

(oS o0 0wl 1) Vlan 4 SW3 o
Switch(config)#vlan 4
oS oo S S S WVLAN Consy 5l SW3 s
Switch#show vlan brief
s 390 Can) 2l 3 ¥ oF GWVLAN 515 3535 ¥ (0,les VLAN L5 aS 0008 o sunline
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e Sl 59250 VLANA LT S oo 6,5 5,155 WVLAN condy 5l SW6 s
Switch#show wvlan brief

VLAN Name Status Borts

1 default active FaO/s2, Fal/3, Fal/S4, Fald/s5
FaO/e, FaO/7, Fal/f8, Fal/ /3
Fa0/10, Fal/11, Fal0/s1l2, Fa0/13
Fa0/14, Fal/15, Fal/sle, Fa0/17
Fals18, Fal/s1%, Fa0/52Z0, Fal/sfZ1
FaO/s22, FalfzZ3, Fal/sZ4

2 IT actiwve
3 Sales actiwve
1002 f£ddi-default actiwve
10032 token-ring-default actiwve
1004 fddinet—-default actiwve
1005 trnet—-default actiwve

o035 55 S5 5T VTP Cnss 5 SWA o
Switch#show vtp status
(oS o0 oanlie SW4 51 revision Jl> .S oo B> |y VLAN 3 g ais ) SW1 e 59,
Switch(config)#interface fastethernet 0/14
Switch(config-if)#switchport mode access
Switch(config-if)#no switchport access vlan 3
Switch(config)#no vlan 3

WS o S TEVISION e ¢ gy ;0 Dlyss L aS 0 5 punles oanline
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