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SSH Configuration and Setup



DS o g AlBe slo iy 5 b sladiey 55 sleaSiis o ool LT IP jiwy &,k 5l device (0,5 config b sl b
3,10 0525 (pams (3lyil) o sNIff Jlozs! 5 asiis 00l jo, (yie Sl 4 b clear text & a0 4 Jlu )| glaas, telnet jo
o Syl Gladins K50, Sl ol ar 4y 1 telnet o LlB los a5 04 o ooliiw! SSH rf,,m,l 46,5 JSogp 5l asasye

353150 p2l,8 Lo sl client/server

I, show ver jyiws $1.05S e &)ple |, SSH 4,55 asl axisls encryption /sl je, culils wb Loz gige 10S:ai5S
Sylely bl ol s K9 5 a0 algus 4o

Switch#show wversion

Cigco I0S Software, C35680 Software (C3580-ADVIPSERVICESES-M), Version
12.2{37)5E1, ERELERSE S5OFTWARE (£cl)

Copvyright (c) 1%8&-2007 by Cisco Systems, Inc.

Compiled Thu 05-Jul-07 22:22 by pt_team

Image text-base: 0x00003000, data-kase: 0x01500000

ROM: C3580 Boot Loader (C3560-HBOOT-M) Version 12.2(25r)S5EC, RELEASE SOFTWHARE
(Ec4)

Syatem returned to ROM by power—on

This product contains cryptographic features and is subkject to United
States and local country laws governing import, export, transfer and
uge. Delivery of Cisco cryptographic products does not imply
third-party suthority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsikle for
compliance with T.5. and local country laws. By using this product you
agres to comply with applicebkle laws and regulations. If you are unable
to comply with U.5. and loecal laws, return this product immediately.

2 gummary of U.5. laws governing Cisco cryptographic products may be found at
http: //www_cisco.com/wwl/export/ceyptoStoocl/stgrg-html

f"'uSKSA J..as oK a4 Jj.w.a: JJ[S Lg.\).’a )l ‘) ‘_g).:wls sd.Js‘ &_’LA—A—E-\.’ ‘51).: ‘\.\.\.)‘5 MQLSA )‘)3 3560 G:)}w LS.: 9.:)[.»..» w‘ )
:M)Io 9 MLOJ‘SQ w...la..u 1P LAQT &9y 2 ‘W‘“‘“{LSQ J..as 3,.33»: aQ ),u |) )ig..) end deViCC 99 W“L“cs" LS)‘J*" e‘) |) SSh 9

Vian 1 192, 1563, 1. 100

(=)

35650-
Multilawver Bwit

5 )
__':Ir b __.;' =
PC-PT PC-FT
PC-PT
PC3 PC4 PCS
192.165. 1. 100 192, 163, 1. 200 192, 168.1.201
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ASlY axao # oyl H5 ygimwe ts;,%nuusuMSyﬁoﬁughgi

SSH. (g0, sl

w230 [P g 4 )

Switchien
Switchgiconf ¢
Enter configuration commands, one per line. End with CHTL/SZ.

Switch({config) #interface vlan 1
Switch({config-if) #no shutdown

Switch{config-if)#
SLINE-5-CHARNEED: Interface Wlanl, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Wlanl, changed state to up
Switch|{config-if)#ip address 19Z.168.1.100 Z55_.255_Z55.0

Packet Tracer PC Command Line 1.0
PCy¥ping 1 1.100

Pinging 1%2_168.1.100 with 3Z bytes of data:

tistics for
ets: t = 4
mate round trip times in milli-seconds:

= Oma, Maximm tdms, Average = loms

oS o oyl I, Line vty ¥

23,5 el Ly Y ol ls oo Telnet wslos ids

Switch»en
Switchfconf t©
Enter configuration commands, one per line. End with CHTLSZ.

Switch{config) #username Network password test
Switch({config)#line wty 0 15
Switch({config-line)#login local
Switch({config-line) fexit

Enable secret .Y

Switchi{config-line) fexit
Switchi{config) #enable secret 123

(hostname) =S oo Sse |; gadgmw ol F

Switch (config)#hostname MNetlab
Netlab (config) £

(Domain-name) w25 oo aols ol zdow 4 .0

Netlab (config) #ip domain-name az._lab

R o il |y encryption olS Jsb £

oSl 5 058 o 5L o] Jolee private key b wsis jo, public key b aS g5 o (0, (6, 50 ,) 9 0 oolail

oS 9o lencryption ¢ ;o il (el my SSH sualss oo o)1 (59, » 45 I pe g device ;Lo bLS,las ! sl
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A5l F axbo 7 o ylois HI5 jg0we ~5§,%nunsuM$p§°uxqb}T

public zigw ] & Fauals S Jlasl slin o w)ls 545 sl private key G 4 public key <G abgs yo zdgmw

|y oy g 5 S oo Jl)l 5 50y 38 0T L) 095 (Il sloatins Jgunals ano o )18 Jguals )Lz o], key
lai oo 3L 095 private key L

Netlabk (config) fcrypto key generate rs3a

The name for the keys will be: Netlab_az._lab

Choose the size of the key modulus in the range of 380 to 2048 for your
General Purpose Eeys. Choosing a key modulus greater than 512 may take
a2 few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 kit BR52 keys, keys will be non-exportabkle. . . [QE]

Hetlab (config) §

ol St oy Sl Al yiion Jeb cplazx o wlosls JIENV YT el o b aS sy o |y aldS” Jobo iyl o
w0 | public key g5 oo

NHetlabishow crypto key mypubkey rsa

% Fey palr was generated at: 0:5%:53 UTC Mar 1 1533
Eey name: Wetlabk.az_.lab

Storage Device: not specified

Usage: General Purpose Eey

Fey is not exportable.

Eey Data:

0000733 0000&eee O00007O0&Z 00004132 00004k5c 00007288 0000753z
0000404

00001£3d4d 0000236€ 000045ke 0000€b&a 000048kf 0000286€ 00003271
00006974

00000434 00007&04 0000&8dB%S 000027aZ 000041cf 0OO000528e 0000588d 4dcac
% FEey palr was generated at: 0:5%:53 UTC Mar 1 1533

Fey name: Netlab.az.lab.server

Temporary key

Usage: Encryption Eey

Eey is not exportable.

Fey Data:

000013c5% 00004253 000052cl 000041c4 0000&e85 00004533 0000504c
Q00000kE

00006563 00004b0Oe 00003dfk 00001c%& 00003104 00001£81 00005283
00003872

00004b00 00004212 00007544 00006024 00005248 00001a27 00000417  73ed
Netlzb#l

2,5 Lsclient Lasl o b aS cal ol les

Ll 1y p) s a5 5 y00,0 Cad Jled ssh-server Ll ol Jlad migw 59, » (28 kw &)s04 telnet-server

ZM)L) ‘MJS
Netlab»en
Netlabfconf t
Enter configuration commands, one per line. End with CHTL/Z.

Netlab({configl#line wty 0 15
Netlab ({config-line) ftransport input 7

2ll 211 protocols
TIOne No protocols
EE] TCE/SIF S55H protocol

telnet TCEBE/SIP Telnet protocol

2 oged b gz all an S ey 81 ssh jgiws ol blae ubissh oges Jled (gl g canl Jled telnet o 8 s jsbay
ol > 99 M 409 Jl.d)...c none o cJ> 99

Netlabk{config-line) §transport input all

oS oadline |) SSH clasiine vy oo
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A 510 axbo

# oyl H5 yg0we ,.S)Smols ‘shm olié‘glo}'i'

Netlabishow ip s3sh
55H Enakled - wersion 1.5%
Buthentication timecut: 120 secs; Buthentication retries: 3

ol aS by ;s ¥ o | authentication gl y W @leds slows olg5 oo Jlio Glgieas ols s les o 1y (2 3 i polie oyl
Sl 13 £ Jle oleie 4 |y atuthentication 28,5 & a0 lp Hlo) e oo s g ol yuss BB O L+ 5l e

Netlab (config)#ip ssh ?
authentication-retries Specify number of authentication retries
time—out Specify 55H time—-out interwval
wersion Specify protocol version to be supported
Netlab (config)#ip ssh aut
Netlab (config)#ip ssh authentication-retries Z
Netlab (config)#ip ssh time-out &0
Netlab (config) #do show ip 3sh
55H Enabled - wersiom 1.5%
PAuthentication timeout: €0 secs; Ruthentication retries: Z
Netlab (confia) gl

Jbd 59004 yo ssh-server o8 iy jeb 4 il axils 1) ssh-server wb oo CaudS .ol oals Jled ssh-server >l 4 b
ool ails o yol SO g ssh bls,l O auslys oo putty osile oleapplication & ,b 5l g S

WSS eolaw! putty wiile ls syl 3le 5 3l wwiles 0 sSh JLlail gl

X PuTTY Configuration

Category:

-
Logging

= Teminal
Keyboard
Bell
Features

= Window
Appeatance
Behaviour
Translation

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Name (or IP address) Port
22

Connection type:

ORaw O Telet ORlogin & SSH O Serial

Load, save or delete a stored session
Saved Sessions

Selection
Colours
= Connection
Data Save
Prosy
Telnet Delete
Rlogin
+ SSH
Serial

Default Settings Load

Close window on exit:
O Aways O Never (5 Only on clean exit

[ Open l | Cancel ]

Lie 10 5 oS SIS oo ylo 1) ssh blo | (61,8 auad a5 (6 550slS (59, » ole5 o0 SSh s (g1, Packet-Tracer Lo o
(oS b 1) 5 Hsiws command prompt

BC¥»3sh
Packet Tracer PBC S55H

55H USernams

PBC»3sh -1 Wetwork 192 ..

‘29 o €NAble vge o g Jl>
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A5l 8 axdo # oyl jI5 ygwe S gmolS slrasus olsialo 3T

Netlab>en

Password:

o3 ssh device 4 piudly >

Vlan1  192.168.1.100

username Metwork password test

enable secret 123

o

3560-34
Multilayer $witc

i ] ]
4 i
PC-PT PC-PT
PC-PT
PC3 PC4 PCS
192, 168. 1. 100 192.168.1.200 192.168.1.201
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A5V axio § 50 loss 415 ygimws S ols slaasus olRisbo 3T

Banner

D s

il jeelonags wls g amay ,ls sloslitwl ax xS jo Egw &Sl pgasr o Jledbl wls o
Wyl salizes glgil Wigds ooy yinled Ceownd plaS jo aSiol il o yiy

Netlab (config) §banner
login 5
5

motd et

S 5,lg device 4 walgs o oIS a5 5gd e 00l isled Slej ,o Banner login
D oo 031> iuled s 4y 99,9 gz 3l L8 5 wlei oo Jlo)l Cdge & jsods | oLy Banner motd
‘oo los Jled |y banner ssh & b )l pudles oo
O3l o 5 minss S & S ool (T 5l e J18 (e y0 o5 Cdle S a5 el Ojgona Hres Gul 5l eslatul geged
o2 8 oo 1y 0 i Caodle Tsaze text editor e jl o gz g Ll 4o g ke
®rca — - E=REEE

Phy=ical Config Desktop Custom Interface

e T B e B e g P g Y PR I A A A A

Netlab>en

Password:

Netlabg

Enter 3 guration commands, one per line. End with CNTIL/Z.

Netlab 1#no banner motd

Hetlab g) #banner motd #

Enter TEXT message. End with the cheracter "#'.

o e e e ke e e e ke ke e e e ol ke e e e e ke e e e e ke e e e e ke e e e e ke e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o e ol e e
This is a private Metwork, i you attempt to login you will ke pro ted by
goverment

L R i L N e A R T R

[Connection to 1% i closed by foreign host]
25 Ol pass > g%e B 0uiS 0 9,lg |, show running-config Jl>
2950 ol pliy &5 1S o0 oadlive gl ge 3)lg 0)ligd § mrgl o0 T Lol Ioae
PC¥ash -1 Network 19 1.1a40

Password:

e ol ol ol el e e e e e e e e ol ke ol ol ol ol ol el e e e e e e e e ol ol ol ol ol ol ol ol e e e e e e e e ol ol ol ol ol ol ol ol e e e e e e e e ol ol e ol ol ol ol ol e e e e e e e e e

This is a private Network, if you attempt to login you will be prosecuted by
goverment

e ke o o ol ol e e e ke o ol e e o o o e e ke e e e o e o e e e e e e e e o e e e e e e e o ol ol e e o e e e ol e e o o o o e e e e e o o o o o e o e e b o o o o
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A SN axio # oyl jI5 ygwe S gmolS slrasus olsialo 3T

Login Time out
A eelss 2 s 5l s plol odled Sloy G 5l S (telnet) Sgoyy b JousS &,k 5l Jlasl K
(ol % oloj 4h50 ) a2 Voo s &5 5 05 b &5 el 00,5 S i 0o o
Sl so Jladyus timer cpl qeuday jao |y g0 o il g aids gl> 4 S
Netlab>en
Password:
Netlab#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Netlab(config)#line console @

Netlab(config-line)#exec-time aisds sl
Netlab(config-line)#exit
Netlab(config)#line vty @ 15
Netlab(config-line)#texec-time aids il
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