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Useful Network Commands
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IPCONFIG (4o ,8

ol e i Gateway ol asle ledbl plo g leis guslS TP o0l WLN &lp gy o, S Ipconfig Lo,
sl dbio Lo yd cpl awlay 5 1y 053 59, TP Lujol aualgsy a5 5 js0 10 uizren .ol

1 saalai gn oanlin 1, 08 o 03liial T 5l Lodh jigeeals oS (glaSiets Sl galed 5| i) Lo csa b i 51 ool |
ol e 4 515 "Wireless LAN adapter” iz ,5 oledbl wwns Juate Wi-F1 e o a6 0 L
Awles sanliws |, "Ethernet adapter” iso 5 oledbl auns Juate

C:~Usersspersys>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection= 12:

Media State : Media disconnected
Connection—specific DHE Suffix H

Ethernet adapter Bluetooth Hetwork Connection:

Media State : Media disconnected
Connection—specific DHE Suffix H

Wireless LAM adapter Wireless Metwork Connection 3:

Media State : Media disconnected
Connection—specific DNS Suffix

Wireless LAM adapter Wireless Metwork Connection 2:

Media State : Media disconnected
Connection—specific DHE Suffix H

Wireless LAM adapter Wireless Metwork Connection:

Connection—specific DNS Suffix . : domain.name

Link—local IPuvb6 Address . . . . . : feBB:-:9897:edeB:4912:28d8:x12

IPv4 Address. . . . . - . - . . . = 192.168.1.6

Subnet Mask = 255.255.255.8

Default Gateway : feBA::he3d4:ff:feb3:calexl2
192.168.1.1

Ethernet adapter Local Area Connection:

Media State : Media disconnected
Connection—specific DHE Suffix H

Tunnel adapter isatap.{?BFD38AC-6532-43AB-B361-F3F5415F7BAB} :

Media State : Media disconnected
Connection—specific DNS Suffix H

Tunnel adapter isatap.{BD?DDE?7-67EE-4DEB-ACF5-B546A57F3E49% :

Media State : Media disconnected
Connection—specific DHE Suffix H

Sasles ool jgiws cpl 5l ol co o, S oS soamline sl - 1pconfig /all le,s @

ipconfig /renew ol ,.» « ipconfig /release L, : ipconfig /renew 4 ipconfig /release L,s e

@ ol a4 Jlasl o S a5 (60,190 48 leyd ol oS Bl 0 was TP G aiS o jgemme | Lt ke pannn

oolo Lolaiz! lais 4 DHCP a5 1) GlIP 5 a9 o oz a5t 31 lojd cpl 0,5 o,lg b = ipconfig /release o5 @

DHCP 3l o,Lgs aunlgs co aziliz ols aalgs> TP Lais 4y APIPA L Sologsl oasad IP s o () 10 9 0uiS o o,

DHCP ol Son a5 auil arils axg iS5 opl &0 .08 o))y 1, ipconfig /Renew el 315 oS TP cslgs o
A anass Led 4 loaze g ools olazs! Led 4y W3 a5 [ TP ool oles

ipconfig /renew jlo,8 b .0uiS oo Ssax IP clgs o DHCP 5l e )8 ol 5l oolacul b : ipconfig /renew ;Lo 3 @
Sgd o plxl IPVO Clgsjo auS oolaul ipconfig /renew6 giws 51 51 IPV4 calss jo
Jlos! a5 Gla IS saad (55, 52 Slyeesd 9SS 3,ls ) sols 545 SIS b eguipes ) 5l oy ST 1ASS O
D s
4 0S8 o,y |y ipconfig /renew cowl 8IS (S TP cslgs )0 DHCP 5l o,)Lgs aunlss o assliz 1 4SS ©
Toame o1 ools plaisl Loss ay sl a5 1) LI TP los DHCP col Soe a5 0il anils azgs a5 ol

AR yamazs
VAV PAN ) awrenew i s 9 VPR,YOF,F4YF 4 oo STrelease 5l w VAY,VPAN S ITP Lo shos Jo ;0 ©

.C&W‘OQ)S ;ﬁij
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DNS Cache Gi> el a5 wil o ipconfig /flushdns S5 (60,5 wigay yuizxen : ipconfig /flushdns L ,s

3970 311y ledllol Losiins w55 oolicial DNS SEIVer &y (gu i (51 a5 Cache | 4l slrar (3 leas 19900

3 599 g il s 7y alolddl Ls}l Olyass cpl s s 1) 595 DNS server Lo S1) 5,5 aalgs il o Lol

Sled 4 0)lge as Jloj 40 b auS e ooliiwl ol 05,5 2dl 0 a5 SIDNS slazwls (5,500b sl cache saksl> S,

b 4 waz DNS (glo gy 5l (wpol 28l 5l Gliabl (6l 098 (29248 50 3500 ool (qus yiass 00y )3 o0l
(owles o)1y I, ipconfig /flushdns L, DNS server ,.s 5l (uw ool 0053 as0d sla 50w 5l oolaiul

PING obo,8

abo gl U b duaiio IP o o1 L 1, Ping le)d b3 )5 s 9 0S| |, CMD b el SIS Ping Lo 3 51 oolazl (s,
IRVELECR

(Query Messages slaply) S oo oolawl ICMP sleply, 5lping .5 L

S JelS sl JSG g, SGICMP #8ly jo aish oo IP JSG4 5 pows Internet Control Message Protocol L ICMP sG,,
90 GLISICMP S5 g, ou 1o 5Ls ,I8 pl ploxil (gl \500 JSTg SO s o 00,05 Lallas il (gl g5 TP 1y coisly o IP
oolazul asis oo sl 6l Query Message 45" Query Message 4 Error Reporting Message :ail o Sglise gl g9

13,15 5429 Query Message g5 90 045 o0

Echo-Request Message :o51 coslg> 0 ply @
Echo-Reply Message :51 el ol @

el 25 O yp0ds PING (loyd any T8
&S oo Jloyl daie 4 ICMP Echo-Request sl G pco pins @
b oo sly3l Echo-Request oLy jo lawgs a5 auS’ o set | (Sequence Identifier) s 5 gawlis S, ping asl,, @
&S o€t oo |, TTL Lo poen
A2 o 58 ply lrosls o 1) Jlu)l oy pIng yuian @
&S oo Jlo ) ICMP Echo-Reply sl coaiin 3 g (gl il 655wl g 005) duaie glaws ST @
S oo dalie |y S g B, o) e g9 00,8 Cdlool |y il yo g Jlu,)l ley pIng asl, @
&S o Jloyl sa> Echo-Request sl G 5 avo o il33l |, Sequence Identifier .. o

C:sUzersspersys >ping-?

Usage: ping [-t1 [-al [-n count] [-1 sdi=zel [-f1 [-i TTL] [-v TOS1
[-» count] [—s count] [[-3 host—-1lizt] | [-k host—-list1]
[-w timeout] [-R]1 [-5 sprcaddrl [-4]1 [-6] target_name

Options:
-t Ping the specified host until stopped.
To see statistics and continue — type Control-Break:
To stop — type Control-C.
Resolve addresses to hostnames.

count Humber of echo requests to send.
size Send buffer size.
%et Don't Fragment flag in packet <IPud—only).

i TTL Time To Live.
T0S Type Of Service (IPv4-only. Thiz setting has been deprecated
and has no effect on the type of service field in the IP Head

count Record route for count hops (IPud—onlyl.
count Timestamp for count hops <(IPv4—onlyd.
j host-1ist Loose source route along host—list <IPud-onlyl.
host—1list Strict source route along host—list <IFud-onlyl.
timeout Timeout in milliszecondsz to wait for each reply.
Use routing header to test reverse route also (IPuvb—onlyd.
srcaddr Source address to use.
Force using IPuvd.
Force using IPvb.
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C:sUsersswpersys»ping www.google..com

Pinging www.google.com [216.58.212_ 2281 with 32 bytes of data:
216.58.212 _228: hytes=32 time=218ms TTL=47
216.58.212 . .228: bhytes=32 time=168m=z TTL=47
216.58.212.228: bytes=32 time=168mz TTL=47

Reply from 216.58.212_228: bytes=32 time=284mz TTL=47

Ping statistics for 216.58.212_228:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 16@mz, Maximum = 218m=,. Average = 185ms

> ping <destination> -1 <size>

e Olgie 4 piS asxine | GIL.»)I Chimn plw jgiws ol b oles o0 Sl oL VY (68 i jebdy s ple

Ping yahoo.com -1 512

> ping <destination> -n <number>

il Glgieas 5,8 s | Jlo | sloaies slass )l oo
ping yahoo.com -n 12

TraceRoute (tracert) ;ylo ,8

D oo oolatwl ds py Jale 4 B aiS o b diy G a5 LS e p0lo lis gl a8 el ping leyd 5l eg oyleyd ]

> tracert <destination>

Ja}c).?d.é)o)f‘:yia.o)ﬂgﬁ;waed..g‘)Mﬁjﬁié)ycWQUAJSGAGEM)&W&;MAS‘SML‘)‘?SG@ g ol b
Iy Cly ol sloyig, b oo ,STlasgs BMasl) J5s5 g, b Lo s o LPacert google.com oS ol oleyd
A oo oyl

Sloaalgs 515 eyl 5l S e 4

2,00 0g2g ISie ¢ bl

) canls axalgs 0,95 1 T L s 40 00ls laaius a5 |, sl g, G SG tracert bl wiS o o)y |, bLS,I 5,058,
SYsb 5 Jgiral Sloj PINg jeiws Zewl (loj b gt sod dake 45 00ls gladius a5 Sy adly jo .am0 o ylid 55 4
&J‘SA oolaiuwl G L)"‘ )‘ ML’

JE @ iy Jole paeew jotracert jgies a5 Solay pl bl aliv o Sles traceroute g tracert jgius 4o
Byl 0,8 SlSs 5 S gid (WSig ole gt o traceroute o4, oo
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C:sllsersspersys *tracert /7

Uzage: tracert [—d]1 [-h maximum_hops ] host—-1ist] [-w timeout]

[—j
[-R]1 [-§ srcaddr] [-4] [-6] target_name

Options:
= Do not resolve addresses to hostnames.
maximum_hops Maximum numher of hops to search for target.
i host—1list Loose source route along host—-list (IPvd—only)>.
timeout Wait timeout milliseconds for each reply.
Trace round—-trip path (IPve—onlyd.
sprcaddr Source addresz to use (IPub-only>.
Force using IPu4.
Force using IPvb.

tracert -d e

S i Ll il ol (ol aiS i resolve 1) ol ol g om0 ylis 1) LT IP Lass dasile w)p pKin 1o gdgu oyl
C€ gy g duO r:l;u‘ ‘)trace J.Q.C-—dla)bu_i:s'd 9™ )L)sS.: S| ‘595 .Oy.fbd.atrace N_JLLQ.C Oy L)L’L’ L Ly

AS dslie 1) Loyl

C=“Usersspersysrtracert —d www.yvahoo.com

Tracing route to atsv2—fp.wgl.bh.vahoo.com [B7.248.98.71
over a maximum of 38 hops:

na ms 192.168.1.1

ms ms 172.16.64_18

ms ms 172_.16.64.17

ms ms 78.38.119.145

ms ms 78.38.119.186

ns ms i8.281 .222 2681

na ms 18.281 .176.138

na 18.281 .42 .98

na 18.281 .177.1

na 85.132.969. 241
Request timed out.
Request timed out.
188.125.94.1
66.196.65.71
66.196.65.154
66.196.65.23
77.238.186.29
87.248 .98.7

o eliS g g Jlol pley o (gt dw taad o (LS 1) e ;0 39290 sl g, I ST e sosles Jol gt () pgal (o
Qe e plas |y packet geass il o olBws IP 5 ol 5T fygiw g wams oo oyLis 4l Jw cun> |, packet

C:wlUsersspersys*tracert wvww.yahoo.com

Tracing route to atsvZ2—Ffp.wgl.b.yahoo.com [87.248_.98.71
over a maximum of 38 hops:

? m= 5 m= 122 _168.1.1
380 ms 584 ms 172.16.64.18
397 ms 793 ms 172.16.64.17
1838 ms 384 78_.38.119.145
1835 ms 18208 PB_3B.119.222
185 ms 35 18281 .176.162
37 ms 225 18.281 .42 _.117
ns 18.282_4.6
ms »e2—3—-3 .marsig2.mar.seabone.net [213.144.176.156

ms et1P@-1-0_.londral?.lon.seabone.net [195.22_20%_63

ms ge—1-1-BA_.patl.the.yahoo.com [195.66.224.1291

ms aeb.pat2_ivry.yahoo.com [66.196.68.1531

ms et—11-1-B.msrl.ir2.yahoo.com [66.126.65.231

ms eth—1-1-1.bhasi—-1-prd.ir2.yahoo.com [217.146.186.

W0 GO =] O CR P G D

ms media—router—fpl.prodl.media.vip.ir2.yahoo.com [
B .248 . 98.71

Trace complete.

C:sUszsers\persys >
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tracert -h e

Yo U o,80mm hob 4 ouS coliiwl wuiled oo guadgun (pl 3l s sl tIACE laole 5l oo olowd U Lakd udlgsey il

C:sUzersspersys *tracert —h 5§

WL . _I,F-EI.]"IDD = COm

Al drlg ool oles Ol

Tracing route to atsvZ—fp.wgl.b.yalhoo.com [87.248_.98.71
over a maximum of 5 hops:

1 3 ms
2 58 ms
3 42 mz
4 29 m=
5 37 m=

Trace complete.

ms
ms
ms
ms
ms

192 .168.1.1

172.16.64.18
172.16.64.17
78.38.419.145
78.38.1197.186

tracert -w e

Al s iz o Jlade (pl 05 i 1 09 Ol ALl Jlaie Wb aST ], Sy uw ST el e e () SeS A
g Sl s plasgio U ases s adl e Vg Ve |y (ley o alel oo 09l c0 48 )T LA o

C:sUsersspersys *tracert —d —w 18088

WL _UE[]"IDD -COom

Tracing route to atsv2—fp.wgl_b.yahoo.com [BY_248_98_71

over a maximum of 38 hops:

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
382 n=
=

243 n=
293 n=

Trace complete.

ms
ms=
ms=
ms
ms
ms=

1?22.168.1.1
172.16.64.18
172.16.64.1%7
P8.38.117.145
217.218.187.134
18.2681 .42 .34
18.2681.42.78
62.288.212.145
1?5.2.2.872
8@.81.122.115
66.176.65.218
66.196.65.217
66.196.65.21
217.146.185.176
87.248 _98.7
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¢Cewaz Domain Name System L DNS

(Sl g culs pul 4 1) IP « DNS 28l )0 045 0 asivo DNS g pw cosnl a5 conlxi! jo el |, cole T
DNS (08 o ol 1y ulo oyol 053 5 1500 oyol Jlgi 10 a5 Sloj e 038 o oo o] slalP o | lacsles 62L~u|
gd so Solw o)l ‘QT IP &,k 5l g asS ool 1) ol (ol @ g o [P 168

DNS IS 0900

D1 3929 (e 0313 01S3Y 50 (Awledyd Yays]
70.42.251.42 :Cal 331 OF IP (yupsT

DNS
Server

2P L IP ol oa loes Gl
Tamy B 2815 pales <5 palSuly
02U 3 uriend OF ) Ry e

DNS
Server

0] 4 QI3 a Ul 1,523
eAed Www.google.com
o34 @l

nu-qdﬂ-lx:?oﬂqmduo- DNS & jl exy ojlel .55l0
S aath oo P
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nslookup (ylo ,8

DNS o)Siw &3, o (Troubleshooting) ISl &8, jslaie 4 cowl (5,5 Name Server Lookup caase nsLookup e,
SleMb! o ledbl ol .aib o ool 3 LAName Server & ,b 5l ls aals 4 bgs yo Sledlbl 48,9 Cavsds Sl o oS L a5
bl oo aels 2 ZoneFile 4 by o

> nslookup

B olnsl b wdly LA S92y (69,55, azsliz 9 WS ge (o) ) DNS g5 (slas 55, pled (licas jshate & jews ()
B9 oz |y ISt (o0

Sl jg s Glaie a1y FeelS (5,8 i DNS oy 55.0lS TCP/IP wlodas b azg5 b o 12! 51 s nslookup [ gws
IP oo 4 3390 51000 ioles Lads 4y g oS lay 503 1) jg 0 plTEVETSE Cosslgs 10 Jlu )l 5l ooliinl b aiS co (orw 5 oS oo
nslookup sl .0gd e 00ls isled UNKNOWN & jaocpl f 50 00 o isled | g pb Default Server cuend )0 04 ol 4
ool Lt @Ml (6l Lo 50,105 0uiS oo 3,1y dlsl 3 a5 Slygtws s iG 4L 35 ab 4 TP Lo 4 3890

.25 s Nonlnteractive ¢ Interactive <> g0 gl )ls a5 el cplnslookup 15l sla S5 cp Sete 5 SO

<> L Nonlnteractive |, ,5iws sl,>l as5 pl . Nslookup www.yahoo.com aos ol ol wysp cmd & >
513 58 o0 uli T saaldl )5 55 6,500 slaan 35 aSh e o3 ool nSlookup jgius S L moninteractive cJl> o

ly auteds TIP Jloosas a5 ol pb nslookup <ol 5l e auilss o il oo ogasa IP G Jlis 4 045 S J> sy
DS ool > cpl 5l ol co ju awies Colw pb Jlis 45 g 0y 5ls I,IP 31 JUSETIRRT | P FRr N VEL g

;s Useprsspersysns lookup www.vyahoo.com
LFerver: UnKnown
iddress: 18.3.188.188

on—authoritative answer:
ame = atsv2—fp.wgl.bh.yahoo.com
Addresses: 2aBB:128B:11W:-ic::
2a00:1288:118:1c::
87.248 .98.7
87.248 98 .8
wu . yahoo .com

sllzepsspersys >

Oidsgd b el pl oL el e abgs e daily )lg e DSIOOKUP wiST ol el 3157 Lads InterActive cll> 4 3, sl y

S ol 1 exit o3ly 5 Sl ol 5l zg,S gl asS e oy (i a0 o5z Sledlbl 4 1?7 sl 4 help o3l
aS g oo oolaiwl Sloy > pl oS co ol leyd s jo | nslookup jgiws s eol L& L interactive cJl> o
GO as ‘5>L4) f"""S L)L"‘ Sy R S| e .A....S I ‘) )94 ;S_, )‘ ).o.........u M‘Pso \)5.‘> DNS 600‘0 OlillJ o Lo
&S oo o0liiwl )] 51 Les w457 SDNS Server 4 b o IPg pb loul (oS o <ol command prompt s 1, nslookup
25 a4 Slej b 5 wile o NSIOOKUP (gumy j5iws (40,5 8)lg haiie o5 Saiizr LS (gam yhaw 10 oo g 0 00y L
yahoo.com ;e salols Loz pl 8,60 4o Uanl 5l gly oS (5,8.0,5 amles laws aslsl JUal (pl ws 3 1, ctrl + ¢ b exit
oolazwl )1 51 as” sDNS Server 4 Lg, <[P ooz Ozt 5 wolw pla beye Gl IP sadS & so cplyo (oS ol |,

2,5 auple oanlive |, S oo
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G-~ Usersspersys>ns lookup
Defanlt Server: UnKnown
nddress = 1. 3.186@._16@8

> yahoo._.com
Ceruver: UnHKnown
Address = 18_.3.1686@._1688

NMon—authoritative answer:

Mame = ¥ - Com
01 4?98 :-58-1836-:-11
1823 :-:-5

72.38.35.79
8.137.246 .8
98 _138_.249_231
72.38.35.18

8 _.138.219._.232
?8.137.246 .7

Défé:lt“SéPU;;? ﬁnﬁéuu&
nddres= = 14_3_1688_1688

Cidentifiers are shown in uwuppercase. []1 means optional?»
— print info about the hostsdomain MAME using default server
— as above. but wuse NAMEZ as server
— print info on common commands
— set an option
print options, current server and host
print debugging information
print exhaustive debugging information
append domain name to each guery
azk for recursive answer to guery
[nolsearch use domain search list
[noJuc always use a virtual circuit
domain=NAME — set default domain name to MNAME
sprchlist=N1L[-N2-___.HN61 — set domain to Nl and search list to MN1.N2, etc.
root =NAME — set root server to NAME
retry=K zet number of retries to H
timeout =¥ set initial time—out interval to ¥ seconds
gﬁﬁg=x set guery type Cex. A.AAAA.A+AAAA.ANY .CHNAME.MXE -NS-.PTR
gueryt ype =K zsame as type
clas=s=X zet guery class Cex. IH <{Intewrnet?, ANY>»
[no Imsxf» use MS fast =zone transfer
ixfruver=X — current version to use in I[HFR transfer reguest
server MAME — set default server to NAME. using current defawult server
1lzerver MAME — set default server to NAME,. using initial server
root — set current default server to the root
1= [opt]l DOMAINW [> FILE]l — list addresses in DOMAIN <optional: owutput to FILEX»
— list canonical names and aliases
- list all r»ecords
— list »ecords of the given RFC r»ecord type <ex. A, CHAME_MHE_HS

[no 1de bug
[nol1d2
[noldefname
[nolrecurse

— sort an *ls’ output Ffile and wview it with pg
exit the program

CosUszerspersys >
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netstat Lo ,8

S8 o bo LB o 1) aSis caliee slo Lol glgil calizis (sladigms oS 5 b g ol o Network Statistics caas. Netstat

Gl duie Sl 5l cplaas so ylii 1y a3 )ls Lo 5gealS L TCP/IP Jlad bl )l a5 olo 5easlS 5l alisee sla,lel Netstat
Sl omizmen WS cad Jas diwyd 4 g mlos S et jenslS 4 1) (Device) allis a5 ail oo gloj yeiws cpl 0 p)l8
lylg s asle (ol 8l b L piacen a5 0y )lo S azsiliz Jlie job 4y 20,00 0 5157 st (55, (Malwares) s )l58l0 3l

Ol e 0y 150 000 leyd b Lo o netstat  jgiws 5l oles oo all aile @)fu bli,l 65,8, 50 grw g 00 oogll
D oo o0laiwl ASLE (o odl Jau g o0, Sledbl g 045l j0 Al o Sbcae pegdle jews

5SS e Candg g TP 5 5L lacs g 5l i a5 0l oy (ol 0,5 5 glgil 51 S - netstat -an S
23 o Lo a ) el (595 2 ]
Jbs e¥lasl igled el 90 NEtSTAt gt

FomalS 0 Jd UDP 3 TCP wlasl olos ioles netstat

9y e )0 00l 00l yioled (glaSil YLl b 5550 saslp yioles inetstat

ol g 8L ,0 slaaing g ool olaws Jud 5l e il 4 by e jlel Ll netstat

(0 @ Y 59009 ,0 hid) >, slaw,sl ¢l FOQDN ile netstat

W g ams o iules (g0us Dot | o, g LIP a5 wiz e (Jd TCP slabls)l iles :netstat

Ta gwd
b g
"€ g
pUBT
UBTES

S o T pb i sl

(streams) la\b > 4 by ye jLl jioles :netstat

Jlasl )] o gy e PID 0] 3 (samlis ol yonvas Jlad TCO Ylasl ioles :netstat
Jeing 4o Jlasl @ bgs e SS9, wled Netstat

LIP colaa Jsuo sl :netstat

USG9, a5 @ Lol il :netstat

(Goding 4o hadd) 09290 sbagdsw sl Laial, yiles:netstat
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